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Hacking is relevant to you

March 1, 2017

6 major law firm hacks in recent history

http://www.abajournal.com/magazine/article/law_firm_hacking_history


Law firms are a lucrative target

March 29, 2016

Russian cyber criminal targets elite 

Chicago law firms

December 27, 2016

Chinese Hackers Charged With Trading on 

Stolen Law Firm Data

http://www.chicagobusiness.com/article/20160329/NEWS04/160329840/russian-cyber-criminal-targets-elite-chicago-law-firms?X-IgnoreUserAgent=1&X-IgnoreUserAgent=1
https://www.bloomberg.com/news/articles/2016-12-27/china-residents-charged-with-insider-trading-on-hacked-m-a-data


A good attack vector is

▪ Inexpensive to execute in high volumes

▪ Hard to trace to its origin

▪ Hands off (at least for the master mind of the operation)

▪ Effective – lots of bang for the buck



A perfect example of a perfect attack

August 24, 2016

The Million Dollar Dissident: NSO Group’s 

iPhone Zero-Days used against a UAE 

Human Rights Defender

“On August 10 and 11, 2016, [Ahmed] Mansoor received SMS text 

messages on his iPhone promising “new secrets” about detainees 

tortured in UAE jails if he clicked on an included link.”

“… the ensuing investigation … determined that the links led to a chain 

of zero-day exploits (“zero-days”) that would have 

remotely jailbroken Mansoor’s stock iPhone 6”

“… Once infected, Mansoor’s phone would have become a digital spy in 

his pocket, capable of employing his iPhone’s camera and microphone to 

snoop on activity in the vicinity of the device, recording his WhatsApp and 

Viber calls, logging messages sent in mobile chat apps, and tracking his 

movements. ”

https://citizenlab.org/2016/08/million-dollar-dissident-iphone-zero-day-nso-group-uae/
https://en.wikipedia.org/wiki/Zero-day_(computing)
https://en.wikipedia.org/wiki/IOS_jailbreaking?


Mobile devices are ripe targets

▪ They have a broad attack surface for launching remote 

attacks

▪ They are constantly changing, with version fragmentation 

even in iOS

▪ They are easy to steal, and stealing a device does not 

require a sophisticated criminal



Protect your data

The device is not in your control



Step 1: Authenticate and authorize

▪ Access to sensitive firm data should follow the same 

authentication and authorization best practices that you 

apply to a firm laptop

▪ Secure, rotating passwords

▪ Multi-factor authentication

▪ Single sign-on



Step 2: Limit exposure

▪ Allow attorneys to download and manipulate the data they 

need on a mobile device, but retain control of how long 

and how much of that data resides on the device.

▪ Do not allow sensitive data to be accumulated on the device –

including emails and documents

▪ Consider that hackers will often take stolen devices offline to 

prevent remote wipe – can you control what data is available online 

vs. offline?



Step 3: Protect your data

▪ Once data leaves your network, it should be:

▪ Transmitted over TLS using strong keys and a secure cipher

▪ Transmitted to authorized devices only using bi-directional 

certificate authentication to prevent man-in-the-middle attacks

▪ Encrypted independently from the underlying device’s pincode-

based encryption mechanism, which ensures that your data is 

immune to a generic SpyWare attack



Summary: protect your data

▪ Hacking is a lucrative industry, and law firms are a ripe 

target

▪ Client devices are one of many ways that attackers can 

steal data – mobile devices are particularly ripe for attack

▪ Enable your users to accomplish work on a mobile device

▪ Protect your data by:

▪ Ensuring data access is authenticated and authorized

▪ Limiting data exposure

▪ Protecting your data



Thank you
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